IIpunoxenne
K nmuceMy banka Poccun
o1 02.10.2009 Ne 120-T

IMMAMATKA
«O MEPAX BE30OITACHOTI'O UCIIOJIb3OBAHMUAA
BAHKOBCKHX KAPT»

CobmofcHue peKOMEHIalMi, coxepkanmuxcs B [lamsaTke, 1mo3BOJIMT 0OecledUTh
MaKCUMAJIBHYIO COXPaHHOCTh OaHKOBCKOH KapThl, €€ pekBusuroB, [IMH u apyrux
JNAHHBIX, @ TaKXe¢ CHU3UT BO3MOXHBIC PHCKH TPH COBEpPHICHUH ONepanuii ¢
HCIOJIb30BaHUEM OAHKOBCKOM KapTsl B OaHKoMare, Mpu O€3HAJIMYHOM oIulaTe TOBapoOB U
VCIIyT, B TOM 4YHUCIe uepe3 ceTh MuTepHer.

Obmue pexkoMeHIaAUHH

1. Huxorga He coobmaiite ITMH Tperbum nuiiam, B TOM 4YHC/IE€ POJACTBEHHHUKAM,
3HaKOMBIM, COTPYIHUKaM KpPEIUTHOIN OpraHM3aliy, KacCHpaM M JIMIaM, [IOMOTaoIIUM
BaM B ncnosnp3oBaHuy OaHKOBCKOW KapThl.

2.1IMH wHeo06X0aWMO 3almOMHHUTH WJIH, B Cly4ae €CJIM O3TO SBJAETCA
3aTpyJHUTEIBHBIM, XPAaHUTh €0 OTAENBHO OT 0aHKOBCKOH KapThl B HEIBHOM BHJE H
HEJOCTYITHOM ISl TPEThUX JIMILI, B TOM YHCJIE POJICTBEHHUKOB, MECTE.

3. Huxorna Hu npu Kakux oOCTOSTENBCTBAX HE IepeaBaiiTe OAHKOBCKYIO KapTy
JUIS UCTIOJIB30BaHUS TPETHUM JIMIIAM, B TOM YHCII€ pOJICTBEHHUKaM. Eciii Ha 6aHKOBCKOM
KapTe HaHEeCEHBI PaMuiiusg U UM (GU3HYECKOTO JIMIA, TO TOJBKO 3TO (PU3HUECKOE JIMLIO
UMEET MPABO MCMOJIb30BaTh OAHKOBCKYIO KapTy.

4. Ilpu nomy4yeHuy 6aHKOBCKOI KapThl paclUUINTECh HA €€ 000pPOTHOM CTOpOHE B
MecTe, MpeJHAa3HAYCHHOM JUIs TOAINUCH JepKarens OaHKOBCKOW KapThl, €CIH 3TO
NPeyCMOTPEHO. DTO CHHU3MT PUCK MCIIONB30BaHUS OaHKOBCKOW KapTel Oe3 Barmero
COIIACHS B CIIy4ae €€ yTpaThl.

5. bynbTe BHHMATeNbHBl K YCJIOBHSM XPAaHEHHS W HCHOJb30BaHHS OaHKOBCKOW
Kaptel. He mnoxasepraiite OaHKOBCKYIO KapTy MeEXaHMYECKHUM, TEMIEPATypPHBIM U
JJIEKTPOMArHUTHBIM BO3JCHCTBUAM, a TakKe u30eraiite nonajadHus Ha Hee BIaru.
DaHKOBCKyIO KapTy HeJb3sl XpPaHWUTh PAJIOM C¢ MOOWIBHBIM Teie@oHOM, OBITOBON H
0¢HUCHOI TEXHUKOIA.

6. TesiehpoH KpeIWTHOW OpraHu3allMU-3MUTEHTa OAHKOBCKOH KapThl (KpeOUTHOM
OpraHu3aluy, BblJaBlIed OaHKOBCKYIO KapTy), yKa3aH Ha OOOpOTHOH CTOpOHe
OaHKOBCKOH KapThl. Taioke HEOOXOAUMO BCerla AMETh TIpH ce0e KOHTAKTHBIE Tene(OHBI
KpEIUTHON OpraHU3allMU-OMHUTEHTa 0aHKOBCKON KapThl M HOMep OaHKOBCKOM KapThl HA
JIPYTUX HOCUTENSX WMHGMOpPMAIMK: B 3aNMCHOW KHIDKKE, MOOWJIBHOM TeiiedoHe w/wiu
JIPYTUX HOCUTENSIX HHPOpMAINH, HO HE psijioM ¢ 3anuckio o [THH.

7. C 1enplo npeJoTBpalleHUs] HEMPABOMEPHBIX JEHCTBHIA 110 CHATHIO BCEH CYMMBI
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JICHEIKHBIX CPEJICTB ¢ GAHKOBCKOTO CUETa, 1eJeco00pa3HO YCTAHOBUTh CYTOUYHBIN JTMMUT
HA CyYMMYy omnepaiuii 1o OaHKOBCKOW KapTe U, OJHOBPEMEHHO, NOIKIIOYUTH
3JICKTPOHHYIO YCIYTY ONOBEIICHHUS O TIPOBEIEHHBIX ONEpalusixX (HallpuMep, OIIOBELICHHUE
nocpeicTBOM SMS-co0oOIIeH i Wil HHBIM CTOCOOOM).

8. Ilpu moxydeHHH MpOChOBI, B TOM YMCJIE CO CTOPOHBI COTPYAHHMKA KPENUTHOH
OpraHM3aIuy, COOOIUTH MEPCOHATBHBIC JaHHbIE WK UH(pOpMAaLIUIo 0 OaHKOBCKOH KapTe
(8 Tom uncine 1IMH), He coobmailite wx. Ilepe3BoHUTE B KPEAUTHYIO OpraHM3alUIO-
HSMUTCHT 6AHKOBCKOM KapThl (KPeAUTHYIO OpraHU3allMIO, BhIIaBIIYIO OAHKOBCKYIO KapTy)
¥ COOOIIUTE O JAHHOM (aKTe.

9. He pekoMeHayeTcs OTBeYaTh Ha 3JIEKTPOHHBIE MHCbMA, B KOTOPBIX OT UMEHU
KPETUTHOM OpraHu3aiivy (B TOM YHCJIE KPEAUTHOW OpraHU3alMu-IMUTEHTa OaHKOBCKOI
KapThl (KpPEeJUTHON OpraHM3anvyd, BblIaBlell OaHKOBCKYIO KapTy)) mpeuiaracres
TIPEJOCTaBUTh TMEPCOHANBbHBIE JaHHble. He cienyiTe mo «CChUIKaM», yKa3aHHBIM B
NUChMax (BKJIIOYAs CCHUIKM Ha CalT KPEAWTHOM OpraHM3allvu), T.K. OHH MOTYT BECTH Ha
CalTBI-IBOMHUKH.

10. B nensx uHOpMaIlMOHHOTO B3aUMOJCHCTBUS C KPEIWTHOM OpraHu3alfeH-
OMHUTEHTOM OaHKOBCKOH KapThl (KpPEOUTHOH OpraHu3aluy, BBLIABIICH OaHKOBCKYIO
KapTy) peKOMEH/IyeTCS MCIIOIb30BaTh TOJIBKO PEKBU3UTHI CPEICTB CBIA3U (MOOWIIBHBIX U
CTAI[MOHAPHBIX Telle(OHOB, (haKcOB, HHTEPAKTUBHBIX web-caiiTo/mopraioB, OOBIYHOU U
NEKTPOHHOM IOYTHl M [Ip.), KOTOPbIE YKa3aHbl B JOKYMEHTaX, MOJYyYEHHBIX
HEMOCPEACTBEHHO B KPEJIMTHOM OpraHu3aliii-3MUTEHTE OAHKOBCKOM KapThI.

11. Tlomuaure, yrto B ciaydae packpbituss [IMH, mepcoHanpHBIX NAaHHBIX, YTPaThl
OaHKOBCKOM KapThl CYIIECTBYET PHUCK COBEPUICHHUS HENPAaBOMEPHBIX JEHCTBUN C
JICHE)XHBIMU CPe/ICTBaMHU Ha Bainem 6aHKOBCKOM CHETE CO CTOPOHBI TPETHUX JIULL.

B cnydae ecnm umerorca npeanonoxenus o packpeitud [IMH, nepconanshbix
JaHHBIX, TIO3BOJIIOLIMX COBEPIIUTH HEMpaBOMEpHBIE JieiicTBUA ¢ BaimmM GaHKOBCKUM
CYETOM, a TaKXke, eciau OaHKOBCKas KapTa ObUla yTpadeHa, HEOOXOJUMO HEMEJIEHHO
O0paTUTECS B KPEAUTHYI0 OPraHU3alUIO-3MUTEHT OaHKOBCKOW KapThl (KPEIUTHYIO
OpPraHM3alMIO, BBIJABIIYIO OaHKOBCKYIO KapTy) M ClIe[lOBaTh YKAa3aHUSIM COTPYIHHMKA
JAHHOW KpeIUTHOM opranusanuu. Jlo MomeHTa obpalieHus B KpeJUTHYIO OpraHU3alluio-
DMUTEHT OaHKOBCKOW KapThl BBl HeceTe pHUCK, CBA3aHHBIA C HECAaHKIIMOHUPOBAHHBIM
CIIMCAaHUEM JICHEKHBIX cpe/cTB ¢ Bamero 6aHkoBckoro cyera. Kak mpaBuiio, corjiacHO
YCIOBHSIM JIOTOBOpA € KpEeIUTHOW OpraHuzalueid-aMHTEHTOM OaHKOBCKOW KapThl,
JICHEXHBIE CpPEACTBA, CIHMCaHHBle ¢ Bamero OGaHKOBCKOro cdeTra B pe3yJbTaTe
HECAHKIIMOHMPOBAHHOIO UCMNONIb30BaHUA Baieit OaHKOBCKOII KapThl 10 MOMEHTa
yBeAOMJICHUST 00 3TOM KpEAUTHOH OpraHM3allMu-dDMHUTEHTa OaHKOBCKOW KapThbl, HE
BO3MEIIAIOTCS. '

PexoMenaanuu npu coBeplieHHH onepanuii ¢ 0aHKOBCKO# KapToil B 0aHKoMaTe

1. OcywectBisiiTe Ollepalldd € HKCIOJb30BAaHHMEM OaHKOMATOB, YCTAHOBJIEHHBIX B
0e30MacHbIX MecTax (HampuMep, B TOCYJApPCTBEHHBIX YUPEKICHUAX, MOpa3eieHUsIX
OaHKOB, KPYIIHBIX TOPTrOBBIX KOMIUIEKCAaX, TOCTUHHUIIAX, a3PONOPTax M T.IL.).

2. He ucnone3yiite ycrpoiictBa, kotopsie Tpebytor BBojga IIMH ans moctyma B
MOMeEILIEHHUE, TJE pacnonokeH 6aHKoMaT.

3. B cnyyae ecnu no6imu3octu oT GaHKOMaTa HaXOAATCS MOCTOPOHHUE JIMLA, CIEAYET
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BhIOpaTh Oosiee  TOAXOAAINEe BpeMs JUIs  HCIONB30BaHMUSA OaHKoOMaTa WU
BOCTIOJIB30BATHCA JPYTrUM OaHKOMATOM.

4. Ilepen ucnonp3opanreM 0aHKOMaTa OCMOTPUTE €ro Ha HaJM4He JONOJHUTEIbHBIX
YCTPOMCTB, HE COOTBETCTBYIOIIMX €r0 KOHCTPYKIIMU M PACIIONIOKEHHBIX B MecTe Habopa
IIMH u B Mecte (mpopess), MpeaHa3HAYCHHOM IS MpUeMa KapT (Halmpumep, HaJIudue
HEPOBHO YCTAaHOBJEHHOW KiaBuatypsl Habopa I[IMH). B ykaszanHoM ciy4ae
BO3JIEPIKUTECH OT UCIIOJIH30BAHUS TAKOrO ODaHKOMaTa.

5. B cayuae ecnu KiIaBuaTypa WIM MeCTO AJIs puemMa KapT OaHkoMara 000pyIOBaHEI
JIOTIOJIHUTEIILHBIMK ~ YCTPOHCTBAMHU, HE COOTBETCTBYIOIIMMHM €r0  KOHCTPYKLMH,
BO3JIEPKUTECH OT UCIIONH30BAHUS OAHKOBCKOM KapThl B JaHHOM 0aHKOMaTe U coo0ImuTe
O CBOMX TOJIO3PCHUAX COTPYAHHKAM KpPEOWUTHOH OpraHu3aldd [0  TeledoHy,
yKa3aHHOMY Ha OaHKoMarTe.

6. He mnpumensiite ¢u3mueckyio cuiy, 4ToObl BCTaBUTH OaHKOBCKYHO KapTy B
O6ankomart. Ecim GaHKOBCKas KapTa HE BCTABIIAETCS, BO3JEPKHUTECH OT MCIOJIb30BAHUA
Takoro 6aHkomara.

7. HaOupaiite IIMH Ttakum o6pa3zom, uTo OBl JIIOAM, HAXOIALIUECT B
HETOCPEACTBEHHOI 011n30cTH, HE cMOoTH ero yBuaeTh. [Ipu nabope IIMH npukpsiBaiite
KJIaBUATYPY PYKOM.

8. B ciuyuae eciim GaHkoMar paboOTaeT HEKOPPEKTHO (HApUMEp, J0JI0€ BpeMs
HaxOOUTCS B pEXKUME OXUIAHWS, CaMOMPOU3BOJBHO Tiepe3arpyaercs), Ccleayer
OTKa3aTbCs OT WCHOJIb30BAHMS Takoro OaHKOMaTa, OTMEHHTH TEKYIIYIO OTEpalluio,
Ha)KaB Ha KJIaBHAType KHONKY «OTMEHa», U JOXKIAThCs BO3BpaTa OaHKOBCKOI KapThl.

9. Ilocie mnonyuyeHUs HaJNWYHBIX JEHEXXHBIX CpEJACTB B OaHKOMare, CjeaAyeT
nepecyuTaTh OaHKHOTHI TOJUCTHO, YOEAWTHhCA B TOM, 4TO OaHKOBcKas KapTa Obuia
BO3BpallcHa OaHKOMAaToM, JIOXKJAThCi BBIJIAUM KBUTAHHMH IIPH €€ 3alpoce, 3areM
MOJIOXKUTh UX B CYMKY (KOWIENEK, KapMaH) M TOJBKO HOCIE 3TOT0 OTXOIUTH OT
OaHKoMara.

10. Cnenyer coxpaHATh pacriedaTaHHbIe 0aHKOMATOM KBUTAHIIUH /IS MOCICAYIOLICH
CBEPKH YKa3aHHBIX B HUX CyMM C BBIITUCKOM 110 OAHKOBCKOMY CUETY.

11. He npucnymmusaiitecs K coBeTaM TpPEThUX JIMI[, a TaKKe HE NMPUHUMANTE HUX
NIOMOILb IIPY IIPOBEJCHUHU onepanuii ¢ 6aHKOBCKO# KapToii B 6aHKOMaTax.

12. Eciiu nipu ipoBeieHUM onepaiuii ¢ 6aHKOBCKON KapToit B OaHKoMaTe OaHKoMar
HE BO3BpallaeT OaHKOBCKYIO KapTy, CIEeIyeT MO3BOHHUTh B KPEIUTHYIO OPraHU3AIMIO 11O
TenedoHy, yKazaHHOMY Ha OaHKOMaTe, 1 0OBSICHUTH OOCTOATEIBCTBA IPOU3OIIEAIIETO, a
TaKKe cleayeT oOpaTUThCS B KPEAUTHYIO OPraHM3allHIO-DMHUTEHT OaHKOBCKOH KapThl
(KpeOUTHYIO OpraHu3allvlo, BBIJABINYIO OAHKOBCKYIO KapTy), KoTopas He Oblla
BO3BpallleHa 0OaHKOMATOM, M Jajlee CleJ0BaTh MHCTPYKUMAM COTPYIHHKA KPEIUTHOM
OpraHu3aluu.

PeKOMeHlIalIHH NpH HCHOJb30BAHHH 0aHKOBCKOM KapThbl IJifl Oe3HaTHYHOM
OILJ1IaThl TOBAPOB H YCJIYT

1. He ucnone3yiite OaHKOBCKHME KapThl B OpPraHM3aliusiX TOPrOBIM U YCIYT, HE
BBI3BIBAIOIUX TOBEPHUS.
2. TpeOyiite npoBeaeHus omnepanuii ¢ OaHKOBCKOM KapToil TojbKO B Baiuem
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HNPUCYTCTBHU. DTO HEOOXOIMMO B LIENAX CHIXKEHHUS PUCKA HENPABOMEPHOrO MOIYYEHUS
Barmx mepcoHaIbHBIX JaHHBIX, YKa3aHHBIX Ha OaHKOBCKOH KapTe.

3. Ilpu ucnonp3oBaHUM OAHKOBCKOM KapThl JJI OIUIATHl TOBApPOB M YCIYr KacCHp
MOXeET ToTpeboBaTh OT Biajedblla OaHKOBCKOM KapThl IPEJOCTAaBUTH MAacCHopT,
noanucars ek win BBectr [IMH. Iepen na6opom ITMH cnenyer ybenursea B ToM, 4TO
JIOH, HAXOAAIIMECS B HEMOCPEICTBEHHOUW OIM30CTH, HE CMOTYT €ro yBuzeTh. Ilepen
TeM, KaK MOJAMHUCATh YeK, B 0043aTebHOM MOPAJKE IIPOBEPHTE CYMMY, YKa3aHHYIO Ha
YeKe.

4. B cmydae eciau TpH TMONBITKE OIUIaThl OAHKOBCKOW KapToil HMMEla MECTO «HE
yCIIEIIHAAY OIepalys, CIeAyeT COXPAHUTh OJUH JK3EMIUISAP BHIJAHHOIO TCPMHUHAIOM
YyeKa IS TMOC/IeNYIOIIeld MPOBEPKH Ha OTCYTCTBUE YKa3aHHOM OIEpalyl B BBITHCKE IO
OaHKOBCKOMY CYETY.

PexomMeHaanMi NpH COBePILIEHHH OMepalnii ¢ 6aHKOBCKOH KapToMl 4epes ceThb
UnTepHer

1. He ucnionw3yiite [IMH mpu 3aka3e ToBapoB U yCIyr uepes ceTb MIHTEpHET, a TaxxKe
o tenedony/paxcy.

2. He coobmaiite mepcoHabHBIE TaHHbIE WIH HHQOpManuio 0 OaHKOBCKOH (0M)
kapre (cuere) uepe3 cerb MHTepHer, Hanpumep, IIMH, naponu nocryma x pecypcam
0aHKa, CpOK JeWCTBUS OaHKOBCKOW KapThl, KPEAWUTHBIE JIMMUTBI, UCTOPUIO OIEpAlUi,
NiepCOHANIbHbBIC IaHHBIE.

3. C uensio npeloTBpAIllCHHs HEMPABOMEPHBIX JACUCTBUMA IO CHATUIO BCEH CYMMBEI
JCHEeKHBIX CPEACTB ¢ OAHKOBCKOT'O CUeTa PEKOMEHAYeTcs Ul OIUIAThl MOKYIIOK B CETH
VHTepHET WCIOAB30BaTh  OTHACABHYIO OaHKOBCKYIO KapTy (TaKk Ha3bIBaEMYIO
BUPTYallbHYIO KapTy) C TpeAedbHBIM JIAMUTOM, MPEAHA3HAYEHHYIO TOJBKO JUId
YKa3aHHOW 1I€7M U HE MO3BOJIAIONLYIO IIPOBOAMTH C €€ HMCIONb30BAHHUEM OIlepauyi B
OpraHU3aLHUsAX TOPTOBIU U YCIYT.

4. Cnenyer mois3oBaThcs MHTepHET-caiiTaMu TOJIBKO H3BECTHBIX M ITPOBEPEHHBIX
OpraHu3aluii TOProBIIU U YCIIYT.

5. O6s3aTenbHO yOeauTeCh B MPaBWIBHOCTU aapecoB MHTEpHET-CAiTOB, K KOTOPBIM
NOJKII0YAeTECh, M HA KOTOPBIX COOMPAETECH COBEPIIUTH IIOKYIIKH, T.K. IOX0XKUE aapeca
MOTYT UCHONb30BATHCA IS OCYIIECTBICHHS HEMTPABOMEPHBIX JEHCTBUMA.

6. PexoMeHyeTcss coBepillaTh MOKYNKH TOJBKO CO CBOEr0 KOMIIBIOTEpA B IIEIAX
COXpaHCHUS KOH(UICHIUAIHFHOCTU TIEPCOHANBHBIX NAHHBIX M (WiM) uHpOpMaUuy O
6aHKOBCKO# (OM) KapTe (cueTe).

B ciaydae eciy NOKyIKa COBEpIIAETCsS € MCIOIb30BaHUEM YYKOIO KOMIIBIOTEPA, HE
PEKOMEHIIYETCSl COXPaHATh Ha HEM TEpPCOHAIBHBIC JaHHBIE M APYIYI MHpOpMaluio, a
MOCJIe 3aBEpIEHUs BCEX OIepaluii HY)XKHO yOeAWThCs, UTO NMEPCOHAIBHBIE JIAHHBIC H
Japyras uHGoOpMallds HE COXpaHWINCH (BHOBb 3arpy3uB B Opaysepe web-cTpaHully
NpojaBlia, Ha KOTOPOH COBEPLIATHUCH IIOKYIIKH).

7. YcraHOBUTE Ha CBOM KOMIIBIOTED aHTUBUPYCHOE MPOTPAMMHOE OOecleuyeHUe U
PETYJISIPHO MPOU3BOAUTE €ro OOHOBIIEHUE U OOHOBJICHHE APYTHMX HMCIONB3yeMBIX Bamu
IPOrPaMMHBIX TPOIYKTOB (ONEpallMOHHOW CHUCTEMBl ¥ MPUKIAAHBIX IIPOTrPAMM), 3TO
MOXKET 3aIMUTUTHh Bac oT MPOHMKHOBEHMSI BPEJOHOCHOTO IIPOrpaMMHOI0 00€eCIIeueHusl.



